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1. EX®E/ TRS File Monitor
1.1 Z*4E TRS File Monitor
R A 2 (R IR IR B > e - BREEE - BIRIIEF]ZE
ZEHER % > BEEERETE » TRS File Monitor IEZGRIES -

@ s - & O [mH B B W Ny =g&- -
€ > v » TRS File Manitor
‘ == B CEEL =l i
v HREERN
_ [&] ChkTREFileMonitor 2022/2/15 T 01:28 Windows #{3EE 1 KB
M EE »
Filellanitar AnAnr se s T o ar b LA it aanzup
J T rs Information *
= Readme B
=i » . ) L )
D TRS_TEMP.1 1 TRS F_|Ie M_Dmtor |_n5ta||ed successfully:CAUsers\TRS\Desktoph\TRS File B
= » ' Monitor\FileMenitor.exe
N = =
[7] TRS_TEMPA B
System32
O ==
[7] TRS_TEMP.TMP VLTSI T UBSE IVIF S TKE
EREAE = :
. TRSFileService 2021/2/5 F5 03:15 EHERS 914 KE
Sow-TES _ L
= TRSMsg 2020/10/8 5 03:17 ERER 911 KB
> @ OneDrive [F] TRSWebSite 2021/1/19 E511:08  Windows #57E%E 2 KB
> Bl R

1.2 HEIIAB®E
LRI » S R(E G AR H AR PV RESUINA B2 - (R T/FEHEE

O -7 I, S B B W N #Er =&Ee e
€ > v » TRS File Monitor e
~
=B EWBE =R *
- REER
_ [Z] ChkTRSFileMonitor 2022/2/15 T 01:28 Windows ft REE 1KB
== »
%] Eile| WWarning X
+ T »
Filel Insert you trust program from Task Manager to TRS White List? C\Windows'\System32\smss.exe
=i »
D Rea
mEs | Yoo |
D TR Mo Abort | Yes to All
System3z2
D TRS_TEMP.A 2020,/9/13 T 02:21 OKBE
O ==
D TRS_TEMP.K 2020,/9/13 T 02:21 0 KB
E=aE - .
D TRS_TEMP.TMP 2021/3/5 £508:32 1KB
Eou-TEH - ) . IR - ‘|
. TRSFileService 2021/2/5 +F 03:15 914 KB
> @ OneDrive TRSMsg 2020/10/8 FF 0317 911 KB
NebSi 021/1/19 £5 110 = g
>, W [Z] TRSWebSite 2021/1/19 k 3 = 2KB

feth-Yes  RISEHERE THIER - BEMALKLE -
e #H-No - (IR E RE HIER » BERNIMALRE
2 $H-Abort : = ETH A -

o sH-Yes to All : ZEBHIA (R 58 HY) -
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1.3 ErEHE
FHINL2IEEY  KiEE(Yes to All] > HIFE EIREHIER FHIERE -

Insert you trust program to TRS White List?
l\ ChWindows\SysWOwWed\cmd.exe

1.4 SBHAE
EH L2 IHE S RBEEEE Yes to All] > JRAHIBELIR MYIERE
TRS File Monitor =5 (HHIEI A ¥l T Ry i B N T IR LA » MRz e A8 E ekl -

& TRS File Monitor

Ransomware behavior is detected.
If the program vou trust is closed, it is strongly
recommended to add to the [TES White List].

Opening [TES Isolation] can help vou restore
deleted programs.

~ QO g I;? ) i T 04016 D

2022/6/28

1.5 TRS File Monitor #E{EEH

TRS File Monitor JXar SRAESEHTT > WA ZE(EAHEIRIE - o) LRSI EGHE R > QAT E R
RIE RIS - 60 A HeAthd TR

5 09:28
<[5 & B S
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% TRS File Monitor - Anti Ransomware \;‘i-
F/ . .
|:_|@ TRS File Monitor

l;, Uninstall @ Stop White List %, Verification T Isolation 13 Hide ? About

The system window is triggered, User=,Domain:=, ExePathi=, Process|D:=0

File Monitor List ~
2022/9M12 A 10:13:03=CreateFolder:C\Users\iuce\AppDatail ocali\Temp'\10\getpaths.cmd
2022/9M12 A 10:13:04=Deleteltem:C-\Usersiluce\AppData'Local\Temp'10igetpaths.cmd
2022/09M12 4 10:13:04=CreateFolder.C:\Usersthan\AppData\Local\MicrosoftiEdge\User Data\Default\Code Cache)jslindex-dirtemp-index
2022/09M12 4~ 10:13:.04=CreateFolder.C\Users\han\AppData\Local\MicrosoftiEdge\User Data\Default\Code Cacheljslindex-dirithe-real-ind
2022/9M12 EA 10:13:07=Modifiltem: C\Users'han\AppData'lL ocal\MicrosoftiEdge\User Data\DefaultiNetwork Action Predictor-journal
2022/912 E4 10:13:07=Modifiltem: C:\Users'han\AppData\L ocal\MicrosoffiEdge\User Data\DefaultiNetwork Action Predictor-journal
202219112 4~ 10:13:07=Modifiltem: C:\Users\han\AppData\L ocalVf& \Edge\User Data\DefaultiNetwork Action Predictor
2022/9M12 R4 10:13:07=Modifiltem: C\Usersthan\AppDatalLocal\ \Edge\User Data\DefaultiNetwork Action Predictor-journal
2022/9M12 & 10:13:07=Modifiltem: C-\Usersthan\AppData LoﬁMic fif.dge\User Data\DefaultiNetwork Action Predictor-journal
2022/9M12 4~ 10:13:07=Modifiltem: C:\Users\han\AppData\LocAlMi it e\User Data\DefaultiNetwork Action Predictor-journal
2022/9M12 R4 10:13:07=Modifiltem:C\Usersthan\AppData }n;'. \
2022/9M12 F410:1 3:O?>ModiﬂItem:C:\Users'&han\AppDat [MIcrosom er Data\DefaultiNetwork Action Predictor
2022/9/12 4 10:13:07=Modifiltem: C:\Users'han\AppData'l ocal\MicrosoffiEdge\User Data\DefaultiNetwork Action Predictor-journal
\ \
\ \
\ \
\ \
\ \
\ \

il\Microsoft! =gser Data\DefaultiNetwork Action Predictor-journal

2022/9M12 4 10:13:08=Modifiltem: C\Users'han\AppData'\L ocal\MicrosoftiEdge\User Data\DefaultiNetwork Action Predictor-journal
2022/912 4 10:13:08=Modifiltem: C-\Usersthan\AppData
2022/9/12 4 10:13:08=Modifiltem:C-\Usersthan\AppData
2022/9M12 4 10:13:08=Modifiltem: C\Usersthan\AppData
2022/912 4 10:13:08=Modifiltem: C-\Usersthan\AppData
2022/9/12 4 10:13:08=Modifiltem:C-\Usersthan\AppData

\ \
\ \
Local'\MicrosoftiEdge\User Data\Default\History-journal
Local\MicrosoftiEdge\User Data\Default\History-journal
Local\MicrosoftiEdge\User Data\DefaultiHistory

Local'\MicrosoftiEdge\User Data\Default\History-journal
Local'\MicrosoftiEdge\User Data\Default\History-journal

< m >

2. TRS File Monitor $5HIHEE
2.1 HIFEFEZC-Uninstall
BLEES% - BIEIEGEAE -

7 TRS File Monitor - Anti Ransomware I;Ii-

£ 4 TRS File Monitor

i;, Uninstall @ Stop ED White List %, Verification T Isolation 1 Hide ? About

2.2 {2 1= HI-Stop
TR o RIS R0 -
7 TRS File Monitor - Anti Ransomware I;Ii-

£ 4 TRS File Monitor

i;, Uninstall @ Stop ED White List %, Verification T Isolation 1 Hide ? About

2.3 H&EE-White List
% TRS File Monitor - Anti Ransomware I;Ii-

4 TRS File Monitor

';, Uninstall @ Stop White List | &, Verification i Isolation 13 Hide ? About
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LU =52 UALAERR) iTRHE R UM 5 #4588 - DU TRS File Monitor 32K » N5 EEHE

IR AT 4 42 511 et -
% TRS White List I;‘i-

;ry’ﬂ TRS White List

7% Insert *iDelete =iFind IFind
Program meln

v Detect program is installed

TRS wWhite List]
DATRS File Monitorfilernonitor sxe=ok

| >

Cwindows\ System32ismss exe=ak

CYindows\System32icsrss. exe=ok - =—I
Evwindows\Systerm32iwininit exe=ok e
Cindows\System32iwinlogon exe=ok 4
Ccwindows\ SystemS32\services exe=ok V /
CYindowst System32isass exe=ok —

Cindowsi System32ievchost exe=ok

Cindows\ System32idwm exe=ak

Cwindows\Microsoft NETVFrameworkB4iwd 0 30319 SMSvcHost exe=ok
ciPragram Files (x86)\Microsoft SGL Serven90iSharedisglbrowser exe=ok
CYindows System32itintsyvr exe=ok

ChWindowstexplorer exe=ok »
< 1]

2.3.1 R LIFEE A TIAEHE
TRS File Monitor &t T{FEH B UAE HRVE= > BERIIABEE

|

2.3.2 {H BRI IIAFER
{5 P& TR R RS B R B R AU A B 2 5

[

2.3.3 {EHEA Ay r SR P A A 4 B
TRS File Monitor & o] 5EF2 040 $% 22 TRS_Readme.txt H1 - {1 FHE BEEELL5T - =I0A

WAL Ry T EERE A 2 (FEVER - Il BB R G EMA T REZE -

Warning >

foit-Yes  ARIEEHERE HIVRE SR - BEIMALRE -
fE8H-No « fREEERE e R IViESR » BERIMAHAE
fEf-Abort : g% o

FE41-Yes to All : EFAIA(CF EERFEEEHY) -

Insert you trust program from TR5_Readme(Suspected behavior records) ta TRS White List?
l AN ChUsers\TRS\AppDatatLocal\MicrosoftyOneDrive\OneDrive.exe

Mo ‘ Abort Yes to All
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2.4 WHEEEREE-Verification

o

TRS File Monitor £2{{£25 \¥R15E ROP Gk iRag i/ - nl i G ERaThRe &l -

% TRS File Monitor - Anti Ransomware

4 TRS File Monitor

';, Uninstall @ Stop White List | &, Verification i Isolation IF Hide

241 BEARIEES

_I:I-

? About

RS R » FTBURAIRIEES RAE S Rt E B 8 DR 2 sl % -

% TRS Verification Key

|:r_|@ TRS Verification Key

i Insert *:Delete =Find IFind

IClient Key

M Verify Client Key

= (O X

[TRS Verification Key] TR File Monitor 61|

00-50-b6-CO-00-010SABFI81 77=0k
00-15-b0-BC-B2-62A00A8482=0k
00-0E-C6-B9-AB-EEQSECO3CESS=0k
00-E0-4C-33-07-FFOS4666EGD0=0k
2C-b6-DC-72-75-E9Windows20BB0982=0k -
34-97-F6-83-92-3bWindowsBEETC346=0k k /
34-97-FE-82-D7-1EWindows T8 DET3AA=OK —
A8-41-b8-4F-D3-3BFE182293=0k

00-50-b6-CO-00-080SA8F981 77=0k
04-D8-F5-B9-10-COOSTECEFABE=Ck
00-0C-29-FC-B8-BATRSE80CH789F=0k
BC-AE-CB0-A4-4C-39-06-0360EB27DE=0k
38-00-25-3C-02-D00S4666E6D0=0k

34-07-F5-5A-69-50A00A0A92

242 GABEERG G

gl E %2 TRS File Monitor B B AG EREETIRE (KLOWE) - HEAUHELR 2 (&R £

PRERTE 25T - o s FRARTST T sas - BV nlEg -

% TRS Verification Key

|:r|% TRS Verification Key

i Insert *i Delete =iFind 'Find

134-97-F6-5A-69-50A00A9A92

M Werify Client Key

_I:I-

[TRS “erification Key]
00-50-56-C0-00-010SA8F38177=0k
00-15-50-BC-B2-62A0040A02=0l

00-0E-C6-BY-AB-EEOS8COSCES9=0k - =—|
00-E0-4C-33-07-FFOS4666E6D0=0k e —

2C-56-DC-72-75-E9Windows20BB098 2=0k ,
34-97-FB-83-92-3bWindowsBSETC346=0k
34-97-F5-82-07-1 EWindows78DE73AA=0k —

A8-41-09-4F-03-3BFG182293=0k
00-60-56-C0-00-0803A8F381 7 7=0k
04-09-Fb-B9-10-COOSTECSFABE=0kK
00-0C-29-FC-BE-BATRS680CH789F =0k
BC-AE-CE0-44-4C-38-06-0360EE27DE=0k
38-00-25-3C-02-D00S4666EED0=0k
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243 @LEGRISHS
{5 I AR 2252 TRS File Monitor » #CHL&R 22 %%l FA% - FR 17 750 AR A RDP 4R 2
RSN - /At IR BUE 2 pLEBd AVKES > A o] o #E Azl 4 -

=7

——

Please enter TRS verification random key

+ 0K X CANCEL

2.5 [F&EE-Isolation

B E AR A B E REAS T Bl - A T e 2Rkl - DURGEE B FRIRE -
TRS File Monitor - Anti Ransomware == -

4 TRS File Monitor

g Uninstall @ Stop White List &, Verification it Isolation 1 Hide ? About

2.5.1 1BJEFfEF-Restore
# (B ERVRE I 2 fEaE S ENE A TS > T bREEE R - 220K B Ehhn
ABE - MGRAFEEE B AR 2RSS -
2.5.2 fHERFEZC-Delete
s e L AT SERE = » A EL B 48 TRS File Monitor fiIFREZ A2 -
Z TRS Isolation = | o [
4 TRS Isolation

e

1 (& Refresh

Select program to delete or restore

CreateTime:2022/06/06,14:30:1 2. Program:SKCOMTester wshost.exe, Path:DATRS File Moniton TRSBackuptlsolatiorh Dy
CreateTime: 2022/05/18.15:23:41 . Program:TRSBond . Bloomberg. Mantis WinForm.yshost exe Path:DATRS File MonitonT

CreateTime: 2022/06/02,17:10:32, Program:software_re — se Path:DATRS File Monitor TRSBackupilsolatiorhCh
CreateTirme 2022/06/13.17:14:22 Programvstest.digelve TaT=R e.Path:DATRS File MonitorTRSBackupilsolatio
1 1

CreateTime 2022/06/20,10:26:53.Program:POFREN, File Moniton TRSBackupilsolatiortChPROG RA

&

£ m >
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2.6 [0]FE H{EZ-Hide
{5 FH #7522 [& 7k TRS File Monitor X 52[H > T &G Hide » ZEFE (0 BIE S/EZE » HEMEI AR
EECOHETT -
% TRS File Monitor - Anti Ransomware I;Ii-

é@ TRS File Monitor

';, Uninstall @ Stop White List &, Verification i Isolation 13 Hide ? About

2.7 & -About
TRS File Monitor IR AE G AL HE » T2 A BRI E T & REoiThiAs -

% TRS File Monitor - Anti Ransomware I;Ii-

é@ TRS File Monitor

';, Uninstall @ Stop White List &, Verification i Isolation 13 Hide ? About

2.7.1 RRACEER
B A AR RemefhiAS - R Bk R iE - HANE G Ryarl FHRIER R E -

Information -

About |

@ TRS File Monitor

Version: 2.4.0.0 (Trial) 90 days

Copyright: Team Rise System Co., Ltd.

| = | Mail TRS Readme.txt to us

. https: //www.teamrise.com. tw/trsfilemonitor/

Purpose(Anti Ransomware): |
. Prevent ransomware encrypt file names or contents. |
- Prevent ransomware modify BCD (Boot Configuratio:

. Prevent beforehand instead of anti-decryption afterwa |
. Protect vour computer when the operating system boc

. Suitable for all windows os.

. Free trial software for 90 days.

| You can pay for the "Official Use Authorization Letter'

|

O L e Led
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2.7.2 EEEZ TRS File Monitor B2 B[
T EEEEAE N AR JTAE o RE DL S MR AR A 2 i R R R AT
x

About |

@ TRS File Monitor

Version: 2.4.0.0 (Trial) 90 days |
Copyright: Team Rise System Co.. Ltd. f

| = | Mail TRS Readme.txt to us

https: /Awww.teamrise.com.tw/trsfilemonitor/

Purpose(Anti Ransomware): |
. Prevent ransomware encrypt file names or contents. |
. Prevent ransomware modify BCD (Boot Configuratio: | |
. Prevent beforehand instead of anti-decryption afterwa |
. Protect your computer when the operating system boc

. Suitable for all windows os.

. Free trial software for 90 days.

| You can pay for the "Official Use Authorization Letter'

bd =

O L e Ll

2.7.3 {HHERE
TRS File Monitor K& sC #EHF ] Bl 8 4 e (L B RTT Ry ZAEZ=YIF > Al bt 4 5 8 -
TR EIBHE

Abaout * ]

@ TRS File Monitor

Version: 2.4.0.0 (Trial) 90 days

Copyright: Team Rise System Co., Ltd.

= || Mail TRS Readme.txt to us

i https: //www.teamrise.com.tw/trsfilemonitor/

| Purpose(Anti Ransomware): |
. Prevent ransomware encrvpt file names or contents. |
. Prevent ransomware modify BCD (Boot Configuratio: | |
. Prevent beforehand instead of anti-decryption afterwa |
. Protect vour computer when the operating system boc

. Suitable for all windows os.

. Free trial software for 90 days.

| You can pay for the "Official Use Authorization Letter'

[= RV IR I R S
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2.7.4

HHEE R IEERTA

| TRS_Readme -
B\EF =|EE

O) ®wm=®R() =HHA

=
022#‘6/‘28 T4 0

JDoma i LAPTOP -SHRALKAD, ExePath:=C:
Doumain:=LAPTOP-SHRAAEAD, ExePath:=C:

"Doma in :=LAPTOP-SHRARKAD, ExePathi=C:

JDoma i LAPTOF -SHRALKAD , ExePath:=C:
JDoumain:=LAPTOP-SHRAAKAD, ExePath:=C:\Users\TRS‘\Dezktoph
JDoma i LAPTOP -SHRALEAD, ExePath:=C:

Doma i LAPTOP -SHRALKAD, ExePath:=:

,Doma in:=LAPTOP-SHRAAEAD, ExePath:=C:

JDoma i LAPTOF -SHRALKAD , ExePath:=C:
JDoumain:=LAPTOP-SHRAAKAD, ExePath:=C:

JDoma i LAPTOP -SHRAAEAD, ExePath:=C:

Doma i LAPTOP -SHRABKAD, ExePath:=C:'\Program Files
,Doma in:=LAPTOP-SHRAAEAD, ExePath:=C:

JDoma i LAPTOP -SHRALKAD, ExePath:=C:
JDomain:=LAPTOP-SHRAAKAD, ExePath:=C:

JDoma i LAPTOP -SHRAAEAD, ExePath:=C:

Doma i LAPTOP -SHRALKAD, ExePath:=:
JDomain:=LAPTOP-SHRAAKAD, ExePath:i:

ger:=TRS

:=LAPTOP -SHRASKAD , ExePath

“Program Files (x86)\Goozle\Chrome'hpplicationtichrome.exe, Process[D
WProgram Files (x86)\Google\Chromehhpplicationichrome.
‘\Program F1les\mcafee\WebAdvlsor\browserhost exe, ProcessID:=2776, 0- ExePathle MlindowsiSysten32hc
86 \Goog le\Chrome'\hpplicationtchrone.exe, Process ]

‘Program Files (xSG)\Google\Chrome\ADpl1cat10n\chrome.exe. ProcessID
‘Program Files (x86)\Google\Chrome'hpplicationichrome.exe, Process[D
WProgram Files (x86)\Goozle\Chrome\hpplicationichrome.exe, Procesz[D
“Program Files (x86)%\Google\Chrome'hpplicationichrome.exe, Process[D
‘Program Files (x86)\Google\Chrome'hpplicationtchrome.exe, Process[D
“Program Files (x86)\Google\Chromehhpplicationichrome.exe, Process[D
\Progran Files (x861\GoozleiChromebipplicationtchroms cxe, Process(Di=2344, 0-ExePathl=C:\Windows'e

ProcessID:=8880, O- ExéPathl=:

exe, Process[D

3:26=Deletel tem:C: \Uzer=\TRS\hppDatatlocalificrosoftiOnelrivel logsiPersonal iSyncEngine-2022-06-28.0608.8744.2. 0d]
A\UzersiTRSAVAppDataiLocal\MicrosofthOnelrive \Onelrive.exe,
“Program Files (x86)\Googzle\Chrome\bpplicationtchrome.exe, Procesz[D
YProgran Files (x86)VGoozle\Chromelhpplicationichrome.exe, Process[D
Vlzers\TRS\DesktophTRS File Monitorhexcel.exe,
ver2.3,0.0%excel. exe, ProceszIDi=1384, 0-ExePathl=
“Program Files (xSG)\Google\Chrome\Appl1cat10n\chrome.exe, Process[D
‘Program Files (x86)\Google\Chrome'hpplicationtchrome. exe, Process[D
YProgram Files (x86)\Goozle\Chromelhpplication\chrome.exe, Process[D

ProcessID:=12524, 0-ExePathl=

0-ExePathl=C:\Progran F
0-ExePathl=C:\Prozran
Wlzers\TRS\DesktopTES

. 0-ExePathl=C:‘Progran
, 0-ExePathl=C:‘Progran
. 0-ExePathl=C:\Progran

3 0-ExePath1=C:'‘Prozgram
092, 0-ExePathl=C:\Program F

344, 0-ExePathl=C:‘Program F

16, 0-ExePathl=C:\Program Fi

3£ 2545 TRS File Monitor B 28 E| [

EEHENER S AR 2T > mREH T A e BB S

L P A ARl 4/ R JeL

About

. E@ TRS File Monitor

| Version: 2.4.0.0 (Trial) 90 days

Copyright: Team Rise System Co., Ltd.

= | ‘Mail TRS_Readme txt to us

| https: /www.teamrise.com.tw/trsfilemonitor/

Infarmation

| Purpose(Anti Ransomware):

| 1. Prevent ransomware encrypt file names or contents.
2_Prevent ransomware modify BCD (Boot Configuratio:
3. Prevent beforehand instead of anti-decrvption afterwa
{ 4. Protect your computer when the operating system boc
| 3. Suitable for all windows os.

| 6. Free trial software for 90 davs.

| You can pay for the "Official Use Authorization Letter’
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3.1 B EEZ2AE TRS File Monitor ?
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SEFHERY Ransomware ©
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P85 HY T B B 4 B R AE 2217 By > BIBE HIEE &5 Ky 7] %EHY Ransomware ©
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3.3 ME AR S - 4% TRS File Monitor [HE - [T 234 A NEFZA4E o

® /A White List E %;H /)% [Detect Program is installed] » “NEZSHRIZT, - [H B 722208
F2=1% » E015-4)7% 0] [Detect Program is installed]
TRS White List |- | o [

7. TRS White List

' Insert i Delete =iFind Find

Program @

~ Detect program is installed

[ TRS Wwhite List]
DATRS File Monitorfilernonitor.exe=ck
ciindows\Systern32ismss exe=ok

civindows\Systemn32icarss exe=ok
ciindows\Systern32hwininit exe=ok

ciWwindows\System32winlogon exe=ak 4
ciindows\Systern32iservices exe=ok
civindows\Systern32isass exe=ak h—

ciindows\System32isvchost exe=ok

civwindows\System32idwm exe=ok

ciindows\Microsoft MET\FrameworkB4iwd 0 3051 95M SvcHost exe=ak
c\Program Files (86 iMicrosoft SGIL Serven8liSharedisglbrowser.exe=ok
ciindows\System32itintsvr exe=ok

ciMindowsiexplorer.exe=ok
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3.4 TRS File Monitor 25001z, » BEZRIH +5 DA N #1238k Es

Reveton ~ CryptoLocker ~ TorrentLocker ~ CryptoWall ~ KeRanger ~ RSA4096 - Mischa ~ WannaCr
ypt ~ Petya ~ Bad Rabbit ¢ - HEINEHENZREE FIEH®T -
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3.5 Z#4E TRS File Monitor FNEERSHEAR FEOK -

®  Microsoft Windows Server 2008 Standard [L_[ ({12 x86 ~ x64)
®  Microsoft Windows 7 ZZ FH#E[S RN DL (B3 x86 ~ x64)
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® i AT - %@E‘bﬂ)\% Sever [ TRS File Monitor &g % A7 -
® i TRS File Monitor 25 EL %7
® 5 TRS File Monitor E@?JH%EJ » HEUN 2.2 EEE -
® Windows 5l ] H 45 (Remote Desktop Connection)VES LS IHAE VV/E A5 » A BEfK
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SHEECEE  BIgEEE] -
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® Client I Server IifhtAE TRS Verification Key 1] [igHE 5 /¢ Hard Disk C:HZZHERY Label 2 885,
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| TRS File Monitor it

00-0E-Ce-B9-AB-130514C015B0
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3.15 H4a[ FH#E HY(Ctrl+C) BT HE(Ctrl+V)ZETHEE, il A Server I Em=80E?

WNEAE IR Server Infisg S HF - UHAZE Client U, 24 (Ctrl+C) 55 » FJHAZE Server i
S RS BT RE(Ctri+V) &R -
3.16 A a5 A 4% (Remote Desktop Connection)f &1 HETHEE fER% ?
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. Insert you trust program to TRS White List? C\Program
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WARNING! from Subsystem (Windows BCD save changes? ) -

TRS File Monitor Detected that windows BCD was changed!

Windows EBEEER

identifier {bootmgr}

device partition="Device\HarddiskVolume2
path SEFMMICROSOFTN\BOOTNBOOTMGRW.EFI
description Windows Boot Manager

locale zh-Tw

inherit {globalsettings}

bootshutdowndisabled Yes

default {current}

resumeohject 149aa82b8-57ba-11e6-92df-a146b04bbeef}
displayorder {current}

toolsdisplayorder memdiag}

Windows BI#H A28

identifier lcurrent}

device partition=C:

path YWindows\system32ywinload.efi

description Windows Server 2012 R2

locale zh-TW

inherit {bootloadersettings}

recoverysequence {4%9aa82ba-57ba-11e6-92df-a146b%4bbeef}
recoveryenabled Yes

isolatedcontext Yes

allowedinmemorysettings 0x15000075

osdevice partition=C:

systemroot Windows

resumeohject {49aa32b8-57ba-11e6-92df-a146bo4dbbeef}
nx OptOut

bootmenupolicy Legacy

hypervisorlaunchtype Auto

BE | b

3.20 {FFH TRS File Monitor 255 {E&4 MR H [ ?

R T L B 6 0 i S & R 23U+ TRS File Monitor X BEERSME (T 14 - 141
EHHBEE SRR (AR o - 2Bl AT RERN 2T Ry T R
2R) BB MR RLG -

3.21 el (T 1 S B R R

®  RUFHIM {7 B I (IR AR/ 22
ROTHEEZ R o SE BRI E -
® REELPRERE (windows 35 /MEMRE /P KR E )
1. windows % & :E{E) UAC(User Account Control)Z -
2. MEREHE BEALAFEHEEREA -
3. KOS : E A R RS LR AG T Kl - &l DNS AL IP 2 Port %5 -
® ZZAL TRS File Monitor-Anti Ransomware
HEBITH K% (port 135/139/445) » PSEXEC ~ PowerShell ~ BCD(Boot Config Database) ~ API
Hook ~ 7 5. A1 7 45 (Remote Desktop Connection) ~ DOS Command(Regedit ~ WMIC...) 5z
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